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1
Decision/action requested

It is recommended to approve the removal of Editor's Notes in KI#3.1.
2
References

[1]
3GPP TR 33.846: "Study on authentication enhancements in 5G System;"
[2]
3GPP S3-194674: "LS on removing the invalid authentication result in UDM".
3
Rationale

Key issue #3.1: "Attack due to expired authentication result in the UDM." has been stable for a few meetings now and due to this key issue some normative work has taken place in stage 3.due to the SA3 agreement to send an LS to CT4 [2].  

Therefore it is recommended that the Editor's Notes in the key issue are removed. 
Moreover it is recommended that the conclusion for KI#3.1 includes an explanation of the reason why no normative work is required. 
4
Detailed proposal

**** 1st CHANGE ****
5.3.1
Key Issue #3.1: Attack due to expired authentication result in the UDM 

5.3.1.1
Key issue details

TS 33.501 [2] clause 6.1.4 specifies that the authentication result will be stored by the UDM after the successful authentication, and can be used to link authentication confirmation to the subsequent procedures, in order to prevent certain types of fraud, e.g. fraudulent Nudm_UECM_Registration Request for registering the subscriber's serving AMF in UDM while the subscriber is not actually present in the visited network. 

However, in the case of UE/network-initiated deregistration procedure or SMC failure after AKA in the registration procedure, UDM still has the authentication result, according to TS 29.503 [5]. This may cause security issues. Fraudulent UDM service request like fraudulent Nudm_UECM_ Registration service request sent by the AMF may be accepted by the UDM, , and the UDM may store the AMF ID as the current AMF serving for the UE, even though the UE is already deregistered from the serving network. Therefore, in the deregistration or NAS SMC failure case described above, the authentication result is removed, considering the authentication result usage specified in TS 33.501 [2] clause 6.1.4.

NOTE:
The clarification with respect to the alignment of this key issue with the objectives of the study is not addressed in this document.


5.3.1.2
Security threats


In case of UE-initiated deregistration procedure, or network-initiated deregistration, or SMC failure after AKA during the registration procedure, the fraudulent service request can be initated by an attacker to tamper, or steal the UE data, or subscribe the service from the UDM if the authentication result stored in the UDM is not removed. For example, fraudulent Nudm_UECM_ Registration service request can be sent by the attacker, and accepted by the UDM to store the AMF ID as the current AMF which is serving for the UE. Fraudulent Nudm_SDM_Get service may be used by the attacker to steal the data from the UDM.
5.3.1.3
Potential security requirements


The fradulent attack due to expired authentication result in the UDM shall be mitigated.

**** 2nd CHANGE ****
7.3.1
Conclusion on key issue #3.1: Attack due to expired authentication result

No normative work is needed for the key issue #3.1 since stage 3 specifications have already addressed the issue of removing the authentication result stored in the UDM in the scenarios described in the key issue details.

**** END OF CHANGES ****
